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Parties
	Party
	Details

	Processor
	Anvilfy Ltd, trading as EyeCaptain, a company registered in England and Wales under number 17352045, registered office 71-75 Shelton Street, Covent Garden, London, WC2H 9JQ, United Kingdom. Contact: hello@eyecaptain.io

	Controller (customer)
	Legal name: 
Registered number: 
Address: 
Privacy contact (name, email): 
EyeCaptain account email: 



1. Scope and roles
This Data Processing Addendum ("DPA") forms part of the Terms of Service (https://eyecaptain.io/terms) between Anvilfy Ltd ("Processor", "we") and the business customer ("Controller", "you"). It applies to personal data that we process on your behalf in providing the Service ("Customer Personal Data"). Terms such as controller, processor, personal data, processing, data subject and personal data breach have the meanings given in the UK GDPR and, where applicable, the EU GDPR (together, "Data Protection Law").
You are the controller of Customer Personal Data and we are your processor. Where you are yourself a processor acting for your own client (for example as an agency), we are your sub-processor and you confirm you have your client's authority to engage us.
This DPA does not cover personal data we process as a controller, such as your account and billing data, which is described in our Privacy Policy (https://eyecaptain.io/privacy).
2. Details of the processing
	Item
	Description

	Subject matter and purpose
	Capturing, analysing and reporting on web pages and content you submit, and hosting, sharing and exporting the resulting reports

	Duration
	The term of the Terms of Service, plus the deletion period in section 9

	Nature of processing
	Automated capture, screenshotting, storage, analysis with software and AI models, display, sharing at your direction, export and deletion

	Data subjects
	People whose personal data appears on the pages or in the content you submit, for example your staff, customers, reviewers or people shown in images

	Categories of data
	Names, images, job titles, contact details, reviews, comments and any other personal data present on submitted pages or content

	Special category data
	Not intended. You must not submit pages or content for the purpose of processing special category or criminal offence data



3. Our obligations
We will:
1. process Customer Personal Data only on your documented instructions, which are the Terms, this DPA and your use and configuration of the Service, unless the law requires otherwise, in which case we will tell you first unless the law prohibits it;
1. tell you if we believe an instruction breaks Data Protection Law;
1. ensure that people authorised to process Customer Personal Data are bound by confidentiality;
1. implement the technical and organisational measures in section 4 and Annex II;
1. not use Customer Personal Data to train third-party AI models or for our own purposes other than providing, securing and improving the Service with de-identified data.
You are responsible for having a lawful basis to submit Customer Personal Data to us and for giving any notices to data subjects that the law requires.
4. Security
Taking into account the state of the art, costs and the risks to data subjects, we maintain measures appropriate to the risk, including:
1. encryption of data in transit (TLS) and at rest by our hosting providers; encryption of stored third-party access tokens;
1. logical separation of customer data and row-level access control in our database;
1. access to production systems limited to authorised personnel, with strong authentication;
1. optional two-factor authentication for user accounts, rate limiting and abuse controls;
1. restrictions that prevent the capture service from reaching private networks;
1. backups, logging and monitoring, and a documented process for handling incidents.
5. Sub-processors
You give us general authorisation to engage the sub-processors listed on our Sub-processors (https://eyecaptain.io/subprocessors) page. We impose data protection obligations on each sub-processor that are no less protective than this DPA and remain responsible for their performance.
We will update that page at least 14 days before a new sub-processor starts processing Customer Personal Data. You may object on reasonable data protection grounds by writing to hello@eyecaptain.io within that period. We will then try to find a reasonable alternative; if we cannot, either of us may terminate the affected part of the Service, and we will refund prepaid fees for the unused period.
6. International transfers
The Processor is established in the United Kingdom, which benefits from an EU adequacy decision, so transfers of Customer Personal Data from the EEA to us do not need further safeguards while that decision is in force.
Where we or our sub-processors transfer Customer Personal Data outside the UK or the EEA to a country without an adequacy decision or UK adequacy regulations, the transfer is made under an appropriate safeguard: the EU Standard Contractual Clauses adopted by Commission Implementing Decision (EU) 2021/914 (Module 2 where you are a controller, Module 3 where you are a processor) and, for UK data, the International Data Transfer Addendum issued by the UK Information Commissioner, or a certification such as the EU-US Data Privacy Framework and its UK Extension.
Where the Standard Contractual Clauses apply between you and us, they are incorporated by reference with these choices: clause 7 (docking) applies; option 2 (general written authorisation) applies in clause 9, with the notice period in section 5; the optional wording in clause 11 does not apply; clauses 17 and 18 select the law and courts of Ireland; Annexes I to III are the annexes to this DPA. For the UK Addendum, Table 4 allows either party to end it as set out in its Section 19.
7. Assistance and data subject requests
Taking into account the nature of the processing, we will assist you with appropriate measures to respond to requests from data subjects, and with security, breach notification, data protection impact assessments and prior consultation with supervisory authorities. If we receive a request directly from a data subject about Customer Personal Data, we will pass it to you and not respond ourselves unless you ask us to or the law requires it. You can delete projects and reports yourself in the Service.
8. Personal data breaches
We will notify you without undue delay, and in any case within 48 hours, after becoming aware of a personal data breach affecting Customer Personal Data. We will give you the information you reasonably need to meet your own obligations, as it becomes available, and take reasonable steps to contain and remedy the breach.
9. Deletion and return
You can export reports at any time while your account is active. When the Terms end, or earlier if you delete the relevant projects, we delete Customer Personal Data within 30 days from our live systems and within a further 90 days from backups, unless the law requires us to keep it.
10. Information and audits
We will make available the information reasonably necessary to demonstrate compliance with this DPA, including by answering reasonable security questionnaires. If that is not enough, you may carry out an audit, at your cost, no more than once a year, on at least 30 days' written notice, during business hours and subject to confidentiality, or appoint an independent auditor to do so. Audits must not compromise the security or confidentiality of other customers' data.
11. Liability and precedence
Each party's liability under this DPA is subject to the limitations and exclusions in the Terms, except where Data Protection Law does not allow them. If this DPA conflicts with the Terms, this DPA prevails for the processing of Customer Personal Data. If the Standard Contractual Clauses apply and conflict with this DPA, the Clauses prevail.
This DPA is governed by the law that governs the Terms. Questions: hello@eyecaptain.io.
12. Annex I: Parties and description of the processing
	Item
	Details

	Data exporter (Controller)
	The business customer that accepted the Terms of Service, with the name, address and contact details held in its account or given in a signed copy of this DPA

	Data importer (Processor)
	Anvilfy Ltd, company number 17352045, 71-75 Shelton Street, Covent Garden, London, WC2H 9JQ, United Kingdom. Contact: hello@eyecaptain.io

	Activities
	Provision of the EyeCaptain website and conversion analysis service under the Terms of Service

	Frequency of transfer
	Continuous, whenever the customer submits pages or content

	Nature, purpose, categories and duration
	As described in section 2 of this DPA

	Competent supervisory authority
	The UK Information Commissioner's Office; for the EU Standard Contractual Clauses, the authority determined under clause 13



13. Annex II: Technical and organisational measures
The measures described in section 4 (Security), together with: role-based access to customer data inside a workspace; deletion tools for projects and reports; secrets held in a managed secret store and never in source code; dependency and database security reviews; restriction of AI providers to those that do not use inputs to train their models; and assistance to the controller as described in section 7.
14. Annex III: Sub-processors
The sub-processors authorised at the date of this DPA are those listed on our Sub-processors (https://eyecaptain.io/subprocessors) page, with their purpose, the data they process and their location. Changes follow section 5.
Sub-processors at the date of this version:
	Sub-processor
	Purpose
	Location

	Supabase Inc.
	Database, authentication, file storage and server functions
	EU (Frankfurt, Germany)

	Netlify Inc.
	Website and web application hosting
	USA / global CDN

	Railway Corporation
	Hosting of the page capture service
	USA (US West)

	Browserless (Browserless Inc.)
	Headless browser used to capture pages
	USA

	Cloudflare Inc. (R2)
	Storage and delivery of screenshots and report images
	Global

	Firecrawl (Mendable Inc.)
	Reading public pages of a website for context
	USA

	OpenRouter Inc.
	Routing requests to AI models (currently Google Gemini models)
	USA

	Google LLC / Google Ireland Ltd
	AI models (Gemini, via OpenRouter or the Gemini API directly), PageSpeed Insights, Google sign-in, optional Google Analytics and Search Console connections, Google Analytics and Tag Manager on our website, calendar booking
	USA / EU

	Perplexity AI Inc.
	Web research for content and knowledge features
	USA

	Lovable Labs (AI gateway)
	AI model access for internal tools, support chat and booking assistant
	EU / USA

	PDFShift
	Generating PDF exports of reports
	EU

	Stripe Payments Europe Ltd / Stripe Inc.
	Payments, subscriptions and invoices
	EU / USA

	Brevo (Sendinblue SAS)
	Transactional and marketing email
	EU (France)

	Resend Inc.
	Transactional email (backup provider)
	USA

	Apollo.io
	Business contact enrichment for leads and accounts
	USA



15. Execution
This DPA takes effect when the customer accepts the Terms of Service, without signature. Where a signed copy is requested, it is executed by the customer and countersigned by an authorised signatory of Anvilfy Ltd; the signed copy does not change the terms above.
Signatures
Signed by the authorised representatives of the parties.
	For the Controller (customer)
Signature:

Name:

Title:

Date:

	For Anvilfy Ltd (Processor)
Signature:

Name:

Title:

Date:
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